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Abstract 
With the increase of hacking, different attacks, viruses, worms and other networking threat, 
security is major problem in network nowadays. The objective of cyber security is to protect the 
network, Information and data from attack in the organization as it contain various confidential 
information. Cyber security also control access to the physical hardware, application or network 
in the organization. The attacks are usually because the organization is failed to implement the 
security policies and security tool that are available in the industry. It is very essential for cyber 
security expert to solve the cyber-attack that happened in the organization. Therefore, the aim 
of this research is to identify the solution of cyber security in the organization. As a result, the 
study reveals the importance of solving cyber-attack and this study used qualitative method for 
the content analysis.  
Keywords: Cyber security, cyber-attack, network.  
 

1. Introduction 
       The terminology used to security aspects of digital devices and information 
changed considerably in recent years. At the beginning of the century, terms regularly 
used in this context would be “Computer Security”, “IT Security”, and “Information 
Security”. However, towards the end of the first decade, new terminology started to 
become increasingly popular with the use of the term “Cyber Security” (Schatz et al., 
2017). As stated by Goutam (2015), Cyber security can be defined as technologies and 
processes constructed to protect computers, computer hardware, software, network and 
data from unauthorized access by the cyber-criminal. Every organization faced a risk for 
their corporation’s information or data to be hacked by the attackers and it must be 
protected by readily available cyber security technologies or software.  
        Cyber security is related to protect the internet, network and information from 
unauthorized access and alteration. Cyber security threat is the most occurred problem 
that happen in the cyber-world and need to be solved. The solution towards cyber 
security threat can be done in many way either by technical or human. For example, 
artificial intelligence, network security tool, the development of cyber security team in 
the organization and others and those solution can reduce the risk of cyber criminals 
from stealing any private information in the internet.  
      Internet is very crucial and beneficial for everyone as it helped them in their works, 
education, transaction or others. Internet in the organization should be protected by the 
available network security tool and cyber security professional must have a knowledge 
and skill on how to conduct the tools. Nowadays, cyber security can be considered as 
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important part either for individual or organization in education field, financial or others. 
Cyber security professional is the most important person in the organization because 
they were the one who will identify and handle all those threat before it spread to the 
whole network in the organization. According to a report from Cisco (2010), an 
organization should have a better understanding about network security because it can 
help them to protect their intellectual property, trade secrets and can reduce their 
financial and reputation loss. Nowadays, cyber security can be considered as important 
part either for individual or organization in education field, financial or others.  
      The aim of this study is to identify cyber security solution in the organization using 
the artificial intelligence application, network security and the development of cyber 
security professional in the organization. In order to achieve this objective, this research 
paper undertake a content analysis using a qualitative method. The remainder of this 
paper is organized as follows. Section 2 is literature review where I will using an existing 
research paper in this field and discuss the existing solution of cyber security and the 
final section contains some concluding remarks. 
 
2. Literature Review  
       This section begins with discussion about the solution towards the cyber security 
threat. The threat of cyber security needs to be solved in order to protect any 
information that contain in the cyber world from cyber-criminal. In this research, there 
are three solutions for cyber security that can be implemented in an organization. The 
first solution of cyber security is artificial intelligence in defense of cyber security attack 
(Bhudata & Bhudata, 2018; Panimalar et al., 2018). Next, the second solution is the 
development of cyber security team in the organization (Ani et al.,2017) then followed 
with network security as the protection of network in the organization (Kaur & Saluja, 
2014).  Lastly, we will conclude this chapter with analysis gap related to the solution of 
cyber security.  
 
2.1 Artificial Intelligence  
         Nowadays, with the development of technology, cyber criminals are using 
cyberspace to commit numerous malicious attack hence the employees in cyber 
security field also not sufficient in handling and solving those cyber-attack. Artificial 
intelligence techniques is an application has been mentioned by authors in their study 
as one way in the solution of cyber security threat. It needs to be introduced more to an 
organization about this application that could help in solving some security problem. 
Artificial Intelligence is required for speedy reaction in webs or in internet (Patil, 2016). 
Besides that, the implementation of Artificial Intelligence as the organization’s security 
can reduce the increasing cyber threats that has being faced in the global business 
(Bhudata & Bhudata, 2018; Panimalar et al., 2018). Artificial Intelligences are the key to 
intrusion detection and make it possible to respond towards the threat before it 
spreading in the organization. Intrusion Detection in Artificial Intelligence can be 
explained as a procedure that attempts to identify unauthorized access to the network in 
the organization (Roozbahani & Azad, 2015; Poor, Dahar & Mir, 2012). 
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     Artificial Intelligence (AI) can be defines as the capabilities to imitate human 
intelligence and able to perform various tasks that requires learning. AI also able to 
solve problems and make decision making. Artificial Intelligence is the software or 
programs that has been inserted into the computer where it able to do the human works 
(Shabbir & Anwer, 2014). Many researcher of Artificial Intelligence conduct this study in 
order to reduce human work in the organization as this technique can quickly identifying 
any threats from the cyber-criminal. There are a few Artificial Intelligence technique that 
can be implemented in the organization. For example, expert system, Neutral Nets and 
Intelligent Agents (Panimalar et al., 2018). Mostly, all this technique faster, efficient and 
accurate to detect any threat from the cyber-attacks. To be added, artificial intelligence 
is different with machine learning, which is artificial intelligence’s machine can be 
defined smart and advances where the machine can perform the function that only a 
human would able to do or it also can be called software. However, there is also an 
author that mentioned artificial intelligence is still far to be implemented in the cyber 
security. 
     According to Shabbir & Anwer (2014), he stated that the status of Artificial 
Intelligence are still under debate among researcher as the way of solving the problem. 
Therefore, Artificial Intelligence machines or system should perform their function 
without any error. Furthermore, solution to the cyber security is still the newest topic in 
research field and the researcher still conduct on-going studies regarding this topic to 
find a relevant solution towards the cyber-attack. Every organization must be aware of 
security of their corporation’s confidentiality and they must protect it from any outsider’s 
threat. Artificial Intelligence would be the solution of cyber-attack that can be 
implemented in the organization and cyber security professional should have 
capabilities to handle the application and artificial intelligence technology can be used to 
enhance existing cyber defense method. Even though, Artificial Intelligences gives 
benefit in the organization but it is not only the solution for the cyber security.  
 
2.2 Cyber security team 
       Cyber security professional is the most important person in the organization that 
could help in reducing the risk of cyber threat. They are the first line in the organization 
that responsible in defense those malicious online attack. In order to build an effective 
and strategic cyber security workforce, an organization need to consider their cyber 
security knowledge and skills capabilities in cyber security field (Ani et al., 2019). In 
every organization, they should develop a cyber-security team and trained them to 
implement cyber security practices. Besides that, cyber security employees should 
possess the right skill and the organization should provide a proper environment in 
order to retain their job performance. Excellence and managerial is the most needed 
skills that every employers must have (Koong et al., 2015). The leader in every cyber 
security team should able to communicate well with her subordinates so that they know 
what they must do if cyber-attack suddenly happened in the organization.  
        Understanding and open minded are very important in a teamwork because it can 
reducing the time it takes to solve any security problem that occur in the organization. 
According to Frank & Odunayo (2014), it always be a losing battle if cyber security 
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professional are miles behind the cyber criminals. Therefore, cyber security team must 
possess a better skills in order to defeat all the cyber criminal’s attack and always be 
the one who defense the organization in terms of cyber security. Cyber security team 
responsible in securing the confidential information in the organization. There are a few 
researcher that mentioned about the limitation of study regarding cyber security team.  
     According to Dawson &Thomson (2018), they mentioned that their limitation in this 
study is that they have not examined other organization team and they proposed future 
is essential in determining the future of cyber workforce. The organization need to build 
an effective cyber security and ensure they receive a right training based on their skill 
because it can be said that cyber security team is the relevant solution of cyber-attack 
that occur in the corporation. However, future research should be done by the 
researchers because only a few article that discussed about this topic and those few 
article cannot help the reader or other researcher doing their study regarding this 
solution.  
 
2.3 Network Security 
         Network security can be refer to any activities that has been designed to protect 
the network. It consists of the technologies and process that are deployed to protect 
networks from internal and external threats. (Kaur & Saluja, 2014; Kartaopoulos, 2008). 
Other than that, Network security is a process in which the security of network against 
the internal and external threat is supplied to meet the organization’s set of security 
mechanisms and provide safe and reliable network that is called a secure computer 
network. (Roozbahani & Azad, 2015; Farahmand, 2010). According to Goutam (2013), 
organization such as government, military, universities or others contain a large amount 
of confidential information and data on computers and they need to transfer the data 
through internet thus it important for the organization to have network security in the 
computer. Network security act as a protection to the computer from any malicious 
online attack and it important for the organization as well individual to protect their data 
from any serious threat.   
        Network security can be made up either from software or hardware. There are 
many network security tool that available in the market and can be install in the 
organization. For example, Firewall, Intrusion Detection System, Honeypot and others. 
(Kaur et al., 2014). Other network security tool are wireshark or ethereal, Nmap, Nessus 
and Snort (Kaur & Saluja, 2014). In this context, the hired network security professional 
in the organization responsible in recognizing and handling those security tools. They 
need to be trained properly so that they able to recognize those threat. According to 
Papanikolaou et al., (2013), Network security training courses, complete courses to 
short web seminar has been developed at the organization in order to train network the 
workforce. The individuals who are at the front of the battle in protecting the 
organizational assets against those attacks are known as network security professional 
(Adnan et al., 2015). The malicious attacks are usually caused by the failure of the 
organization to implement security policies and failure in using security tools that are 
readily available (Kaur et al., 2014).  
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      An effective security network targets a variety of threats and stops them from 
entering or spreading in the organization network (Kaur & Saluja, 2014). Every network 
security that available in the computer need to run well according to their features and 
ensure only authorized action could pass the network in the organization thus a few 
researcher mentioned that network security is essential to secure every organization 
data. According to Jain and Pal (2017) and Singhal (2007), cyber security can be 
defined as the combination of policies and practices to prevent any threat and to 
monitor the computers, networks, programs and data from unauthorized access or 
threat that are aimed in exploitation of the information. 
 
3. Analysis Gap 
        Based on the Table 1, there are a few analysis gap that has been recognized in 
this chapter. It shows that network security as the solution of cybersecurity is the most 
popular topic among the researcher. However, cybersecurity team in the organization 
has been the least studies among the researcher as this solution still not fully being 
discussed by researcher in their study and future research should be done about this 
topic. Besides that, artificial intelligence in defense of cybersecurity attack also has 
been discuss by the researcher as the solution of cyber-attack. 
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4. Conclusions 
       Nowadays, cyber security issues has become a popular topic among researcher 
because of the development of technology and organization or individual need to aware 
and protect their data or information from theft either it comes from external or internal. 
Cyber threat in the organization can gives an impact to them because the cyber-criminal 
could hack and steal the corporation’s information. An organization need to understand 
their threat environment and the risks of attack that they might face. They need to 
identify their cyber security problems and hire the most appropriate people that able to 
do that work. Cyber security professional should know the solution towards the cyber-
attack and respond in real-time. The implementation of Artificial Intelligence, the skill of 
cyber security professional and network security has become the most effective solution 
of cyber security. 
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